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SOAP API USER MANAGEMENT

HOW TO CREATE SOAP API ROLES AND USERS

1. Step: Create API Role

Select a pplication 1) ADMINISTRATION © O TEHQ v Ditrich Pau (OB
o . o “
”AdmInIStratlon (1) B Tenant settings >
O A cation or system that calls APIs. You must create a SOAP API User to obtain a APl user ID and a secret key. The combination of API user ID and secret key is
!,00" APl Management "
SeleCt tab Name 1= Type v i Deseription i Applications it Asset group assignment 1T Driver group assignment 17 Creation date v At flrst, you have to
API Management* o :
,,2 E define the roles and
(2) permissions (3) for
your API Users.
To do this, click
on the button
,Create API Role“
You don't have any APl roles yet. (4) :
Create your first API role
Create API Role
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Configure the Role (1)

Add role

o General u'E ) Assignments

Permissions
Uptime

Read

Uptime @

Assets

Read

Asset Groups ©
Driver Cards @
Driver Groups @

Analytics

Asset Master Data @
Driver Data @

11

Set a specific name.

Add a description of
the role (optional).

Select all
permissions needed
for the role.

Good to know:

You can assign
specific access
rights for assets and
drivers.
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r

If desired, you can restrict
the role to specific asset or
driver groups.

L

Configure the Role (2)

Name

Super User

o  API Roles and Permissions *

Q

AP| access token.

1= Type Y Description

An API role in this list can be any application or system that calls APIs

Add role

General o Assignments

Select asset groups

] Assignall
L 0O
£ a
3 O
O
O
O
O
Select driver groups
[ Assignall
O
[m)
O
O
[} No items selected
0 i
O

iy Applications ihy

Custom Super users have permission to use all services. Uptime

—

It is mandatory to assign
at least one asset group
and one driver group
containing all needed

assets and drivers.

If you want to add all
assets, please sele~*
the ,Fleet® group: ®

By confirming the ,,Add*
button, you have
successfully created a new

Asset group assignment T

You must create a SOAP AP User fo obtain a API user ID and a secret key. The combination of APl user ID and secret key is used to generate the

Driver group assignment T

AT O
Create APl Role

o
Creation date Y i Modify date Y

afew seconds ago %

njoo &3
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2. Step: Create API User

After successfully creating the role, you can add new users by switching to
~SOAP API Users“ tab (1) and clicking button ,,Create API User“ (2).

3

Mercedes-Benz

Enter message

= -

7  A—
{ SOAP API Users) 1 2 QU createapiuser |
SN—
R An API user in this list represents any application or system that calls Flestboard APIs. You must create an AP user to obtain an APl user ID and a secret key. Use these credentials to login -
eare to the API. -
Name it Role v L Description 1 Start date ¥ It Expiration date Y i Creation date v It Modify date It AP user status v I
Create API User X
e serxvZ - Set a name describing the
SOAP connection (3).
e Super User - - Select role needed
sttt for the user (4).
e 07/05/2024 8 07/05/202 = - Set time period the user

should have access to
Tenant data (5).
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3. Step: Create and store credentials

APl user ID and secret key . Credentials (except Fleethame) are New naming of Credentials
created by the system.
Fleetham > Fleethame
e
R User < API user
user
ID
ADFC7FED-EF82-4A88-854F-DE518D45EBE4 D o Store API user ID and Secret key by Password < Secret key
copying manually (1) or
downloding a text file (2).
Secret key B user-api-keys.txt - Editor
Datel Bearbeiten Format Ansicht Hilfe
@ [I_:l o Plpi user ID: F692D3D3-75FD-4F75-AA9F-41E95E2156ES
Secret key: fc589141e30a41638913d50386c81c86
e ‘ Downloand APl user ID and Secret KE‘}" ‘ m Zeile -IJ Spalte 1 100% Windows (CRLF:] UTE-8

| S————————
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